Old  approaches  won't  snag  the  best  and  brightest. 

Try  these  8  fresh  tactics  to  target  new  IT  talent  in  'C 
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All  we  are  saying  is  give  perfectly 
good  hardware  a  chance. 

VoIP  is  the  future.  So  step  into  it. 

Not  by  ripping  and  replacing,  but  by 
sticking  with  the  here  and  now.  It's  ,  im  ¬ 
possible  because  now  moving  to  VoIP 


You  can  keep  your  hardware— your 
PBX,  your  gateways,  even  your  phones. 


Software  that  integrates  with  Active 
Directory;  Microsoft*  Office,  Microsoft  ■-> 
Exchange  Servec  and  your  PBX.  ’  ; 

Maximize  your  current  PBX  and 
phone  investment  and  make  it  all  part 
of  yOur  new  software -based  VoIP 
solution  from  Microsoft  Ybur  hardware 
is  ready  when  you  are.  team  more  at 

'  mtaosofUom/voip 


■  NEWS  DIGEST 

B  EMC  unveils  its  first  SaaS 
offering:  a  backup  and  recovery 
service.  I  D.C.  city  workers  gat  fired 
for  visiting  online  porn  sites 
B  Most  Web  sites  that  ipread 
malware  are  legitimate  venues 
that  have  been  hacked  by  cyber- 
crooks.  I A  GE  Money  tape  with 


inside 


■  ucrnninicnid 

non  the  Mark:  Mark  Hall 

learns  how  XML  is  turning  once- 
staticfilesinto  dynamic  documents 
that  could  even  be  considered  appli¬ 
cations.  Plus,  he  looks  at  an  IT  man¬ 
agement  tool  that  warns  you  about 
problems  before  they  happen. 


trade  barbs  over  the  tormersquiet 
support  of  the  latter's  Office  Open 
XML  file  format  in  some  products. 


software  from  Adobe  is  designed  to 
simultaneously  access  data  from  the 
Web  and  desktop  applications. 


t- 


vamped  project  man¬ 
agement  approach  to 
finish  the  final  phase 
ahead  of  schedule 
and  under  budget. 


■  OPINIONS 

4  Editor's  Note:  Don  Tennant 

thinks  that  those  who  resist  global¬ 
ization  will  be  left  languishing 
in  futility. 

26  John  D.  Halamka  has  updat¬ 
ed  his  medical  institution's  libraries 
foraWeb2.0worid. 

42  Robert  L.  Mitchell  says 
that  by  failing  to  provide  a  reliable, 
affordable,  high-speed  broadband 
infrastructure,  cable  and  telecom¬ 
munications  companies  are  taking 
dollars  out  of  the  pockets  of  U.S. 
businesses. 

40  Frankly  Speaking:  Frank 
Hayoo  suspectsthatthenewowner 
of  Tribune  Co.  may  be  onto  some- 
thing  with  his  decision  to  rip  out  all 
content  filters. 


28  Are  You  Obsolete? 

COVER  STORY:  In  the  world  of  Web  2.0,  the  Wii  and 
other  wonders,  everyone's  a  technology  expert.  And  for 
IT,  that  means  change  or  die.  Here’s  how  to  stay  relevant. 

34  Eight  New 
Ways  to  Target 
Top  Talent  in  ’08 

Old  methods  won't  snag  new  IT 
skills.  Savvy  CIOs,  recruiters, 
headhunters  and  other  hiring 


38  An  IRS  Data  Breach: 
Could  It  Happen?  And  How 
Much  Would  R  Hurt? 

Could  the  less  of  data  from  the  huge  Internal  Revenue 
Service  master  fries  cause  a  financial  meltdown  in  this 
country?  We  check  with  experts  inside  and  outside  gov¬ 
ernment  to  find  out. 


20  The  Grill:  The  New  England 
Patriots’  IT  quarterback.  Patricia 
Curley,  talks  about  wiring  a  stadium, 
fixing  game-day  blips  and  watching 
games  the  fun  way  -  from  home. 

40  Security  Manager’s 
Journal:  A  Wimpy  Worm 
Tests  Response.  An  old.  poorly 
designed  worm  hits  Mathias  Thur- 

-  man's  company.  It  doesn't 

pose  much  of  a  threat  but  it 


43  Career  Watch:  How 
to  succeed  as  an  IT  leader  by 
changing  your  mind-set:  and 
the  career  benefits  of  joining 
industry  organizations. 

46  Shark  Tank:  A  security  agency 
sets  up  a  laptop  to  meet  all  the  De¬ 
fense  Department  security  re¬ 
quirements,  but  there's 
an  odd  request  from 
developers. 


■  ALSO  IN  THIS  ISSUE 


Squirrels  don’t  remember  where  they  hide  their  nuts. 


They’re  not  looking  in  the  right  places  for  what  they  need. 

But  you  can  With  proven  information  management  software  from  SAS. 

www.sas.com/squirrels 


■  EDITOR’S  NOTE 

s*. 

;  Don  Tennant 

w 

Dealing  With  Reality 

n 

a  personal  point  of  view, 
the  best  of  both  worlds," 

HE  HAND-WRINGING  began  in  earnest  a  couple 

Richardson  told  me.  “I  get 
to  live  in  wonderful  North 
Carolina,  which  is  a  great 

of  weeks  ago  when  Citibank,  Merrill  Lynch  and 

place  to  live;  and  at  the 
same  time,  I  get  to  deal 

other  financial  services  giants  announced  that  they 

with  some  of  the  most  ex- 

were  turning  to  countries  like  China,  Singapore 

tries  and  economies  and 

and  Kuwait  for  the  billions  of  dollars  they  desperately  need  to 

people  in  the  world,  like 

cover  their  losses  from  the  mortgage  meltdown.  Now,  as  the 

Kong.  So  I  just  feel  like  I’m 

U.S.IT  industry  giants  I  tower.  But  there’s  a  very  I  try,  to  accept.  No  longer 

My  reaction  to  that  com- 

■  LETTERS 
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Big  IT  to  Small  Biz: 

Listen  Up.  Little  Dudes! 

1^1*  corporations  have  a  lot  to  teach  small 


Security  Policy, 
Compliance  and  You 


SR 

»  1  Chuvrtln  details  what  three  sots 
-  m  of  regulations -HIPAA.PaDSS. 

Mdng  with  ***  y°U'r' 

Hopping  on  the  UCC  Express 


Review:  Microsoft  Office 
For  Mac  2008  -  Cf 
Better  Than  iWorV?  1 

Microsoft’s  latest  version  oi  I 
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EMC  Locks  Up 
Hosted  Backup 


across  the  world,  said  he  turned  to  online 
backup  to  ensure  that  critical  project  infor¬ 
mation  is  always  accessible  and  does  not  fall 
victim  to  lost  or  stolen  devices.  The  organi¬ 
zation  anticipates  that  because  EMC  is 
a  larger  company  than  Berkeley,  it  will 


The  Sun  Fire'  X4500  Storage  Server  (aka  “Thumper”)  delivers  twice  the 
performance,  half  the  size  and  one-third  the  price  of  the  competition. 
With  common  storage  pools,  provable  data  integrity  and  near-zero 
administration,  ZFS  overturns  everything  you  thought  you  knew  about 
file  systems.  And  with  four-core  X64  performance,  the  highest  storage 
density  and  the  power  of  SolarisT  the  Sun  Fire  X4500  Server  blows  away 
everything  else  in  price,  performance,  and  capacity. 

For  a  free  60-day  trial,  go  to  sun.com/openstorage. 


Get  the  World’s  First 
Open  Storage  System 
with  Legendary  ZFS 


Most  Malware  Is 
Launched  From 
Legit  Web  Sites 


Data  Breach  Affects  650k  ! 
Customers  of  230  Retailers ; 

An  unencrypted  backup  tape  ;  about  650.000  customers.  j 
containing  credit  card  intorma-  ;  The  Beneral  Electric  Co.  sub-  ; 
tion  on  customers  of  230  U.S.  \  sidiary  said  the  tape  contained  ; 


ingin  October,  the  company 
responsible  for  the  data  con¬ 
firmed  earlier  this  month. 

GE  Money  USA,  which  man- 


tamed  that  JX.  Penney  Co.  was 
affected  by  the  breach,  but  he 
decSned  to  Identify  other  retai- 


in  October.  “We  were  informed 
that  one  of  the  tapes  could  not 
be  located.  But  at  the  same 
time,  there  was  no  record  of  it 


authorized  people  and  misused 

OE  Money  has  set  up  a  toll- 
free  number  for  customers  and 
is  offering  free  credit-monitor¬ 
ing  services  to  those  affected. 

-  ROBERT  McMIlLAN. 

IDO  HEWS  SERVICE 


ABILITY 


'  It’s  the  ability  to  have  Microsoft*  Windows  Server"  and  SUSE  Linux  Enterprise 
Server  from  Novell  work  together.  And  the  ability  t  o  not  I 

Mir,: '  :,Dtt  am!  Ni  .m  l  i  ’  ,  rher  to  help  yon  reduce  cor: 

. ttory  integratn  ii  system: 

i  '  i  i  .  ■■  'lectual  property  rights.  Si  , 

-  :i'  : :  ■ .  ■  •  ; .  ,  i  '  ■  ,  i  r  I"  :  1 »  the  way  it  should 


Download  the  collaboration  roadmap  at  www.moreinterop.com 


Novell  Microsoft 


Microsoft, 
IBM  Trade 
Barbs  Over 
Support  for 
Open  XML 


THOUGHTS  ON  THE  EVOLUTION 
OF  THE  DATA  CENTER 


Should  I  design 
my  data  center 
around  my  data, 
or  their  network? 
That’s  easy. 
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INTRODUCING  THE  BROCADE  DCX. 


BROCADE 


Emerg 

Techno 
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Bridge  Web, 
Desktop 

Nasdaq  and  the  American 
Cancer  Society  use  a  new 
runtime  for  next-gen  apps. 

By  Heather  Havenstein 
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I  I  Register  to  WIN  a  Smart-UPS®  XL 
1400VA  Rackmount  -  $779  Value! 

filass, - : - - - - 

Coroany: _ _ _ : - 

The  Smart-UPS®  closet  solution:  m** - - 

Managed.  Secured.  Cooled  &a= - - -*■ - 55281 - 


HCu 


Ill . 


Now  APC  keeps  an  eye  on  your 
IT  when  you  can't 


Register  to  WIN  a  Smart-UPS'  XL 
1 400VA  Rackmount  -  a  $779  Value! 

Vwtwww.apc.com/pramo  and  enter  key  code  a601w  •  Cal  888-289-APCC  x9371  •  Fa*  401-788-2797 


■  DEVELOPMENT 


SQLServer 


■  PROJECT  MANAGEMENT 


In  Full  Row 

Software  and  project 
management  changes 
help  bring  the  city’s 
20-year  quest  for  a  new 
water-billing  system  to  a 
successful  conclusion. 
By  Matt  Hamblen 


had  been  budgeted.  I  I  pendencies  v 

The  eventual  I  p„ILADELpH1A  scio  |  Not  knowing 

success  was  partly  I  _ I  interdepend* 

the  result  of  a  cies  can  kill; 

software  switch.  The  city  every  time.” 
scrapped  most  of  the  Oracle  A  lot  of  greasing  was 

applications  it  had  planned  ed  in  Philadelphia  beca 
to  use  and  replaced  them  the  age  of  the  custom-t 

with  off-the-shelf  water-  mainframe  billing  app 
billing  software  developed  tion.  “Converting  this 
by  Prophecy  International  over  was  a  huge  effort. 
Pty.  in  Adelaide,  Australia.  Phillis  said.  "We  had  t< 
But  the  real  key,  Phillis  with  30  years  of  garbai 
said,  was  proper  project  data  in  the  old  system, 

management  —  making  sure  According  to  Phillis 

that  the  rioht  leadershin.  final  tab  for  Project  Oc 


End-to-end  enterprise  reliability. 

Fujitsu  PRIMEQUEST  Servers.  Proven  reliability  to  span  your  enterprise  needs. 


Alive  Predicts 
Deadly  IT  Problems 


Drivers  Keep 
VMs  on  Track 

Once  you  get  beyond  100  or  so  virtu¬ 
al  machines,  managing  them  gets  to 
be  “a  bit  tricky,”  says  John  Suit,  chief 
technology  officer  at  Fortisphere 
Inc.  in  Chantilly,  Va.  He  claims  that 
VM  technology  has  been  optimized 
for  performance  and  tuned  for 


Are  Documents  Apps? 

APPLICATION  LOGIC  is  being  embedded  in  electronic 
documents,  changing  the  nature  of  static  files.  That’s  the 
view  of  Jake  Soroftnan,  vice  president  of  marketing  and 
business  development  at  Tokyo-based  JustSystems  Inc.  As 
an  example,  he  points  to  manuals  used  by  airport  ground 
crews  —  the  documentation  changes  as  temperatures  drop  and  de-icing 
is  called  for.  He  also  suggests  that  role-based  access  to  portions  of  files 
is  another  example  of  how  once-  i  chunks”  that  conform  to  the  OASIS 


JANUARY ; 


You  could  ask  CDW  if  you  have  enough  network 
protection  or  you  could  find  out  the  hard  way. 


3Com  X506  Unified  Security  Platform' 


We're  there  with  the  security  solutions  you  need. 

Today's  sophisticated  security  threats  go  way  beyond  what  antivirus  can  handle.  That's  why  CDW  has  all 
the  technology  you  need  for  full  network  gateway  protection.  From  firewall  protection  to  antispyware  to 
intrusion  prevention  and  beyond,  we  have  a  wide  variety  of  the  top  names  in  the  industry.  And  we  have  the 


CDW.com  1 800.399.4CDW 


The  Right  Technology.  Right  Away. 


Dossier 


Any  Super  Bowl  predictions? 
“I  would  have  to  defer  to  [Pa¬ 
triots]  Head  Coach  Beiichick." 


Is  the  infrastructure  for  the  companies 
centralized  or  decentralized?  The  Kraft 
Group  is  a  [Windows  shop]  with  a  de- 


Patricia  Curley 

The  New  England  Patriots’  IT  quar¬ 
terback  talks  about  wiring  a  stadium, 
fixing  game-day  blips  and  watching 
the  game  the  fun  way  —  at  home. 


much  synergy  between  the  systems 
that  support  [the  New  England  Revolu¬ 
tion]  soccer  team  and  the  systems  that 
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WHEN  INFORMATION  AVAILABILITY  MATTERS 


i  ! 
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SunGard.  Setting  new  standards  for 
Information  Availability  by  delivering 


a  range  of  solutions  that  meet  your 
specific  availability  objectives.  Flexible 


enterprise  wide  solutions  from  IT 
management  to  AdvancedRecoverys“. 


2,500  experts.  Three  decades  of 
experience.  100%  successful 


recovery  track  record. 


k  fa. 

i  hi 

|  j-' 

1  — 

1 

,  I  J 

•  i 

1 

1 

■J; 

i 

'iff 

‘ 

I 

f 

:  1  

L I 

, 

V 

To  see  how  SunGard  can  help 
improve  your  IT  availability  stop 
by  www.availability.sungard.com 
or  call  800-871-5857  today. 


SUMOAHPlgnB. 

680  East  Swedestbrd  Road.  Wayne  PA  19087 


Ujob  on  the 
planet,  and  I 
don’t  know  that  there 
are  many  like  ft. 


Continued  from  page  20 

rity  purposes,  the  less  that’s  available, 

the  better. 

Can  you  talk  about  the  systems  for  the 
Patriots?  Well  no.  One  of  our  security 


What’s  your  biggest  challenge  or  obstacle 
dealing  with  the  various  companies?  For 

me,  it’s  probably  time  management, 
to  make  sure  each  of  the  Krafts’  or¬ 
ganizations  is  getting  the  attention  it 
deserves. 

Do  you  have  a  large  group  of  people  help¬ 
ing  you?  There’s  not  a  large  group. 
There’s  a  total  of  20.  There  are  four 
people  in  addition  to  myself  who  cut 
across  multiple  organizations,  then 
within  the  individual  organizations 
there  are  15  devoted  to  the  organiza¬ 
tions,  including  the  box  companies,  the 


check-in  process,  and  we  know  who’s 
supposed  to  be  working,  and  those  are 
the  people  who  get  in  to  work.  The 
system  was  written  by  a  couple  of  pro¬ 
grammers  here,  so  we  have  a  custom 
system  for  the  check-in,  and  it’s  up  to 
the  users  —  i.e.,  concessions,  the  park¬ 
ing  folks  —  to  enter  who’s  coming, 
who’s  expected,  and  when  and  where 
they’re  supposed  go. 

Do  you  get  tickets?  From  time  to  time, 
employees  can  purchase  tickets.  1 
find  I  bite  my  nails  less  if  I’m  going  to 
watch  the  game  from  home,  because  if 


Messaqelabs 


This  is  Tech  Dispenser.  Unlike  bot-powered  blog  networks,  we  have  actual 
human  beings  picking  and  choosing  which  IT  blogs  are  the  most  interesting. 
Every  piece  of  content  that  appears  on  Techdispenser.com  is  selected  by 
Computerworld  editors  and  categorized  for  easy  access.  With  over  80  IT 
blogs  in  our  growing  network,  we’ve  created  a  one-stop  shop  so  you  can  see 
what  the  top  bloggers  on  the  Web  are  saying  each  week. 

www.techdispenser.com 


TECH  Q  DISPENSER 

- THE  COMPUTERWORLD  BLOS  NETWORK - 


■  urimun 

John  D.  Halamka 

Navigating 
Info  Overload 


NE  OF  my  greatest  challenges  is  information  over¬ 
load.  Every  day,  I’m  pummeled  by  data:  comments 
to  my  blog  ( http://geekdoctor.blogspot.com ),  700 
e-mails  on  my  BlackBerry,  RSS  feeds,  instant  mes¬ 
saging  and  everything  associated  with  my  Facebook,  Linked- 
In,  MySpace  and  Second  Life  accounts. 

It's  all  escalating,  and  |  tors.  In  my  institution,  the  I  is  Web-enabled,  all  these 
I've  realized  that  I  need  librarians  have  thinned  the  presentations  are  placed 

'  ’  '  lavigators  who  book  collection,  migrated  online.  But  it’s  not  enough 


edge  resources,  and  we 
deploy  those  that  are  most 
relevant  to  our  stakehold¬ 
ers.  One  recent  project  was 
to  evaluate  acronym¬ 
resolving  tools  and  devel¬ 
op  quantifiable  standards 
for  abbreviations. 

Although  we  keep 
5,000  journals  online,  we 
also  have  access  to  many 
predigital  resources.  Our 
Knowledge  Services  folks 
respond  to  requests  for 
historical  literature  with 
desktop  PDF  delivery  of 
scanned  articles. 

Finally,  we  have  filled 
our  information  commons 
with  an  array  of  desktop 
computers,  printers,  wire¬ 
less  access  points,  scan- 


been  dean,  well-lighted  examples  of  how  they  turn  search  engines  is  that  they  not  just  more  data.  ■ 

places  for  books.  But  with  data  into  knowledge:  rank  based  on  popularity,  John  D.  Halamka  is  CIO 

the  advent  of  Web  2.0  col-  Every  day.  Harvard  fac-  not  on  authoritativeness  or  at  CareGroup  Healthcare 


■  This  year,  I 

hope  to  receive  ible  resources. 

more  wisdom  our  Depart: 

__J  ■  ,_*  Knowledge  Sei 

and  not  just  a  lab  for  testin| 

more  data.  based  and  mot 


are  dynamically  updated  change  Network,  C 

and  refer  to  the  most  cred-  the  Harvard  Clinic 

ible  resources.  Research  Institute 

Our  Department  of  a  practicing  emerg 

Knowledge  Services  is  also  physician.  You  can 
a  lab  for  testing  new  Web-  him  at  jhalamka@ 

based  and  mobile  knowl-  caregroup. harvard 
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Seize  the  Value  in  Business  Services! 

SaaScon  2008  •  March  25-26.  2008  •  Santa  Clara  Convention  Center  •  Santa  Clara,  California 


Learn  how  CIOs  and  their  teams  exploit 
SOA,  Web  2.0  and  Business  Services 
Hear  presentations  from  world-class 
IT  executives 

Meet  key  players  who  are  making  the  SaaS 
delivery  model  secure,  reliable  and  efficient 


IT  End-User  Executives  Who  Will  Present: 


Topic  areas  include: 

•  Moving  mission-critical 
applications  to  the 
business  services  model 

•  Measuring  success, 
embracing  best  practices 
and  avoiding  pitfalls 

•  Understanding  a  delivery 
model  in  transition 

•  Balancing  risk  and  reward 

•  Securing  data  you 
don't  control 


Save  20%  Off 

Current  Pricing  When  You 
Register  With  Priority  Code 

CWAD 


www.saascon.com 
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of  whom  can  handily  beat  him  in  Wii 
baseball  or  boxing.  He  also  likes  to 
observe  how  the  software  adjusts  as 
the  player's  skill  level  improves,  par¬ 
ticularly  when  it  comes  to  the  hand¬ 
held  remote,  which  is  programmed  to 
be  sensitive  to  physical  gestures,  “ft's 


lien  says  of  the  Nintendo  system. 
“The  player  becomes  highly  skillful  at 
manipulating  the  interface." 

This  capability,  he  says,  may  not  be 
applicable  to  the  corporate  develop¬ 
ment  environment  today,  but  it  could  be 
someday.  And  Kellen’s  curiosity  about 
his  kids’  favorite  video  game  system 
is  a  good  example  of  the  mind-set  IT 
managers  need  to  develop  as  they  face 
what  some  say  is  one  of  the  biggest 
challenges  of  the  profession  today:  stay¬ 
ing  relevant  as  consumer-rooted  and 
community-based  Web  2.0  technolo¬ 
gies  infiltrate  the  corporate  world  at  the 
grass-roots  level  and  threaten  to  render 

management  obsolete. 

According  to  a  growing  chorus  of  IT 
leaders,  consultants  and  bloggers,  IT 
needs  to  shift  into  a  new  role.  It  should 
continue  its  traditional  responsibili¬ 
ties,  such  as  governance,  security  and 
control  of  costs  and  return  on  invest¬ 
ment.  But  it  should  loosen  control  over 
parts  of  the  business  intent  on  improv¬ 
ing  productivity  through  the  use  of 
downloadable  rich  Internet  applica¬ 
tions,  social  networking,  collaboration 
tools  and  other  Web  2.0  technologies. 


■  COVER  STORY 


■  VMCE  KELLBI  has  a  good  view  into 
emerging  technology  trends  because  he 
works  at  a  university.  Many  students  were 
bom  around  the  same  tme  as  the  World 
Wide  Web.  and  they  expect  their  school 
or  work  environments  to  miTot  their  per¬ 
sonal  lives,  where  Web  capabilities  are 
ever-present.  Some  observers  use  the 
term  ‘digital  natives'  to  describe  people 
with  this  outlook,  as  opposed  to ‘digital 
irranigrtnts.' lor  whom  Web  2.0  technol¬ 
ogy  is  a  second  language. ‘The  way  they 
think  about  technology  Is  different.’  says 
Kellen.  ft's  like  water  it's  just  there’ 

But  even  asadfltal  immigrant  Helen 
is  more  fluent  than  many  of  his  contem¬ 
poraries.  thanks  to  his  interaction  with  the 
natives. 

■  UN  PATTERSON  keeps  up  with  the 
latest  trends  by  using  any  consumer 
technologies  he  can  get  his  hands  on. ‘I 
have  it  al  -  an  IPod,  a  BlackBerry  Curve 
[on  which]  I  download  and  test  out  al  our 
podcasts;  and  I've  spent  some  time  on 
Second  Llfe.‘ he  says. 

Not  that  he  buys  into  everything  he  tries 
out  After  three  months  on  Second  Life,  for 
instance,  he  gave  up.  f  think  it  wl  be  there 
someday,  but  it's  Mudgy.'  he  says.  "The 
concept  is  there,  but  it's  stil  too  stow." 

■  WYNNE  HAYES  has  recruited  her  son. 
M.  as  a  mentor. ‘I  ask  him  a  lot  of  ques¬ 
tions.' she  says.  When  she  hist  started 


she  asked  him  to  explain  what  they  were. 
•Of  couse.  I  got  the  eye  ml.  and  that's 
when  I  knew  I  was  a  dinosaur.' she  says. 

But  in  reality,  interaction  with  her  young 
mentor  will  keep  her  evolving. 

You  can  accomptsh  something  similar 
by  hiring  people  who  push  you  beyond 
your  own  thought  processes.  One  new  hire 
at  Constelation  Energy  constantly  pushes 
the  boundaries  of  what  IT  should  be  doing, 
says  Hayes.  "Hte  director  often  calls  him 

in  and  asks  him  what  he  thinks,'  she  says. 
"He  pushes  us  further  than  we'd  go  alone.' 

-MARY  BRAUDEL 


Anthony  Bradley,  an  analyst  at  Gart¬ 
ner  Inc.,  foresees  “a  significant  shift  in 
power”  that  IT  ignores  at  its  own  peril. 
With  free  Internet  applications,  Web 
platforms  and  social  software,  “the 
consumer  side  of  the  world  is  driving 
most  technology  advancement,  not  en¬ 
terprise  IT,”  he  says. 

There's  still  a  question  of  how  in¬ 
novations  like  social  networks,  RSS, 
microblogs,  wikis  and  mashups  will 
translate  into  enterprise  profits,  but 
few  doubt  that  they  need  to  be  ex¬ 
plored,  and  not  just  by  IT. 

“Users  have  stormed  the  gates  of  IT,” 
says  Josh  Holbrook,  program  manager  at 
Yankee  Group  Research  Inc.  in  Boston. 
“IT  will  catch  on  to  corporate-sponsored 
blogs,  wikis  and  social  networks,  but 
the  question  remains  whether  they  will 
catch  on  in  time,  or  will  the  technology 
they  adopt  will  be  antiquated  by  the  time 
it’s  implemented?” 

That’s  why  IT  leaders  like  Jeff  Kuhns 
are  discussing  how  to  balance  control 
with  user-inspired  innovation.  “The 
companies  that  figure  out  how  to  do  this 
will  not  only  have  happier,  more  produc¬ 
tive  employees,  but  the  IT  department 
will  be  free  to  focus  on  forward-thinking 
projects  that  could  help  drive  revenue 
and  innovation,”  the  senior  director 
of  IT  at  Pennsylvania  State  University 
wrote  on  his  blog  recently. 

AVOIDING  EXTINCTION 

The  job  of  maintaining  the  perception 
of  relevance  —  and  possibly  avoiding 
extinction  —  may  require  IT  managers 
to  take  a  close  look  at  their  current  man¬ 
agement  styles  and  make  some  tweaks, 
especially  if  they’ve  been  working  in  IT 
for  a  while.  “The  main  issue  for  CIOs  is 
that  they're  just  plumb  unaware  [of  con¬ 
sumer  technology  developments]  or  pre¬ 
tend  it’s  not  there,”  Kellen  says,  adding 
that  he  makes  a  point  of  working  and 
interacting  with  consumer  electronics. 

He  cites  Apple  Inc.’s  iPhone  as  an  ex¬ 
ample.  Because  it's  optimized  for  short 
videos,  it  may  be  useful  for  training 
or  disseminating  information  to  sales 
teams.  Kellen's  antennae  are  also  up 
on  text  messaging,  which  has  become 
a  necessity  for  basic  social  interaction 
among  college  students  who  will  soon 
enter  the  workforce.  “I'm  not  sure 
what  it  means  yet,  but  they’re  used  to 
engaging  in  textual  expression  using  a 


You  have  to  fig¬ 
ure  out  what  the 
organization  is  going  to 
learn  from  this,  struc¬ 
ture  that 

£  knowledge 


language  that’s  not  broadly  accessible 
and  through  which  they  project  their 
personalities,"  he  says. 

Kellen  is  still  a  tad  tentative  about  the 
concept  of  Enterprise  2.0  —  a  term  used 
to  describe  the  vision  of  open,  decen¬ 
tralized,  community-driven  technology 
platforms.  “The  Web  2.0  phenomenon 
is  just  a  tiny  bit  more  smoke  than  fire,” 
he  says,  because  no  one  has  figured  out 
yet  the  direct  relationship  between  the 
unstructured  data  it  produces  and  in¬ 
creased  corporate  competitiveness. 

“Just  having  more  blogs  and  wikis 
isn't  the  answer,”  Kellen  says.  “You  have 
to  figure  out  what  the  organization  is 
going  to  learn  from  this,  structure  that 
knowledge  and  turn  it  into  profit.” 

And  he’s  trying  to  prepare  for  the 
day  that  happens.  At  DePaul,  Kellen 
has  formed  a  team  focused  on  Web  2.0 
developments,  and  he  is  pressuring 
vendors  to  make  these  technologies 
more  relevant  to  the  corporate  market. 

In  companies  where  C-level  execu¬ 
tives  may  not  welcome  an  IT  manager 
moving  too  far  away  from  a  command- 
and-control  style  of  leadership,  he  sug¬ 
gests  seeking  out  key  users  to  harness 
their  passion  and  talents.  “You  can 
build  an  innovation  agenda,  staff  it  and 
fund  it,”  Kellen  says.  “Even  if  it’s  not 
something  that's  immediately  produc¬ 
tive,  in  a  two-  or  three-year  time  frame 
it  will  produce  something.” 


LEAVING  THE  WORLD  OF  ‘NO' 

And  sometimes,  all  users  want  is  a 
sense  that  IT  is  open  to  the  idea  of,  say, 
creating  a  wiki,  even  if  IT  believes  a 
wiki  will  be  useless  until  it’s  integrated 
with  the  CRM  system  to  produce  busi¬ 
ness  intelligence.  That  means  avoiding 
the  perception  of  what  Ian  Patterson, 
CIO  at  Scottrade  Inc.,  calls  “Dr.  No”  or 
Continued  on  page  32 
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NewWays 
ToTarget 
Top  Talent  in 


Old  approaches 
won’t  snag  new  IT 
recruits.  Try  these. 

By  Thomas 
Hoffman 


’08 


1  SOCIAL  NETWORKS. 

Although  hiring  manag¬ 
ers  continue  to  use  job 
sites  such  as  Monster.com 
to  advertise  positions,  social 
networking  sites  such  as 
Linkedln  are  providing  "a 
better-quality  pool  of  appli¬ 
cants,”  says  William  Gomes, 
director  of  human  resources 
at  Intermedia  Inc.,  an  e-mail 
Web  hosting  company  in 
New  York.  By  using  social 
networks,  Intermedia  is  “get¬ 
ting  a  better  ratio  of  qualified 
applicants”  than  it  did  from 
the  throngs  of  job  seekers 
posting  resumes  to  job  sites, 
says  Gomes. 


/  increasingly  turning 
Continued  on  page  36 
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Take  back  control  of  the  desktops  with 
IBM  Lotus  Notes  and  Lotus  Domino '  8. 

Control  end-user  productivity  by  putting  the  applications 
and  tools  everyone  uses  all  in  one  place.  An  intuitive.  Web-like 
interface  means  users  can  work  more  efficiently  and  with 
minimal  IT  support. 

Control  your  environment  by  easily  creating  Web  2. 0-based 
composite  applications.  Your  co-workers  now  have  a  role- 
based  work  space  so  they  can  quickly  adapt  to  their  changing 


Control  and  enhance  communications  with  integrated  e-mail, 
instant  messaging,  calendaring,  and  contact  management  tools 
that  make  collaboration  faster  and  mote  effective. 

Control  your  time  with  powerful  desktop  management  tools. 
Now  you  can  centrally  manage  deployment  and  upgrades. 
Open  standanis  give  you  a  flexible  platform  to  easily  develop 
new  plug-ins. 

Control  your  investments  by  working  with  your  exisbng 
assets  and  platforms.  Backward  and  forward  compatibility 
means  less  time  and  money  spent  on  new  apps  and  on 
training  co-workers  to  use  them. 


■  CAREERS 


Continued  on  page  34 
to  online  communication 
tools  to  generate  discus¬ 
sions  with  prospective  hires. 
The  tools  also  help  to  “har¬ 
monize”  values  between 
employers  and  would-be 
employees,  says  JP  Rangas- 
wami,  a  managing  director 
at  BT  Group  PLC  in  London. 
Because  BT  Group  has  at 
least  70  known  bloggers, 

IT  workers  “come  to  us 
because  they’ve  heard  of  us 
more  and  they  know  what 
we're  doing,”  he  says. 

BUSINESS  VALUE. 

■<  “The  tenor  of  the  job 
fc/  announcement  has 
changed,"  says  Robert 
Rosen,  past  president  of 
IBM  user  group  Share  and 
CIO  at  the  National  Institute 
of  Arthritis  and  Musculo¬ 
skeletal  and  Skin  Diseases 
in  Bethesda,  Md.  “There's 
much  less  emphasis  on  tech¬ 
nical  skills”  and  more  on 
business  value,  he  says. 

Of  course,  IT  hiring  man¬ 
agers  remain  hungry  for 
people  with  strong  techni¬ 
cal  abilities  and  hot  skills. 
But  it's  even  tougher  to  find 
IT  professionals  with  busi¬ 
ness  savvy  or  experience 
managing  relationships  with 
business  units,  says  Craig 
Urrizola,  CIO  at  Saladino's 
Inc.,  a  Fresno,  Calif.-based 
food  distributor. 

TRYING  BEFORE  BUY¬ 
ING.  Instead  of  posting 
I  job  ads  in  newspapers 
or  through  online  job  servic¬ 
es,  employers  are  increas¬ 
ingly  turning  to  other  tech¬ 
niques,  such  as  right-to-hire 
agreements.  In  these  ap¬ 
proaches,  an  employer  hires 
a  professional  contracting 
firm  to  do  the  recruiting  for 
it.  The  employer  agrees  to 
hire  qualified  candidates 
for  a  few  months  with  the 
option  of  offering  them  full¬ 
time  employment  later. 
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“I've  done  this  a  few  times 
with  programmer/analysts," 
says  Joe  Trentacosta,  CIO  at 
Southern  Maryland  Electric 
Cooperative  in  Hughesville. 
The  lure  of  health  care  and 
other  benefits  for  permanent 
workers  plays  a  key  role  in 
tipping  the  scales,  he  says. 

—  GLOBAL  THINKtNO. 

“Those  who  believe 
«. '  the  search  for  BT]  tal¬ 
ent  is  limited  to  the  US.  are 
badly  mistaken,”  says  Bob 
Worrall,  CIO  at  Sun  Micro¬ 
systems  Inc. 

Smart  businesses  think 
beyond  borders.  For  ex¬ 
ample,  roughly  half  of 
Intermedia’s  170-plus  IT 


pros  work  in  its  offices  in 
St.  Petersburg,  Russia,  says 
Gomes.  The  company  draws 
others  from  India  and  other 
non-U.S.  locations. 

THE  ANYWHERE  WORK¬ 
PLACE.  The  concept  of 

going  to  the  office  cer¬ 
tainly  hasn't  disappeared, 
but  how  and  where  IT  work 
gets  done  is  changing.  “It 
used  to  be  that  you  ‘went’  to 
work  every  day,  coded  away 
and  then  went  home,”  says 
Worrall.  Today's  twenty- 
somethings  are  demanding 
“to  connect  to  work  from  a 
laptop  on  a  train  or  at  the 
beach,"  he  says.  And  employ¬ 
ers  are  more  apt  to  accom- 


Tried-and-True 

Techniques 


face  of  talent  management 
for  IT  executives.  But  some 
time-tested  techniques  for 
retaining  or  recruiting  IT 
professionals  continue  to 
work  wed,  according  to  IT 
labor  experts. 


“Stay"  and  signing  bonus¬ 
es.  Signing  bonuses  never 
completely  fel  out  ol  vogue, 
but  they've  experienced  a 
resurgence  over  the  past 
two  years  as  certain  types 
of  IT  skids  have  become 
more  scarce.  And  as  CIOs 
pay  more  for  new  talent 
they!  have  to  consider  of¬ 
fering  “stay"  bonuses  or  risk 
losing  valued  IT  workers. 


cated  to  providmg  IT  staffers 
with  a  variety  of  educational 
options,  including  technical 


Face-to-face  networking. 
Social  networking  sites  such 
asUnkedhandFacebook 
are  great  for  Identifying 
prospective  employees. 

But  nothing  beats  attending 
industry  events  and  hobnob¬ 
bing  with  peers  to  identify 
new  sources  of  talent. 


nUT 


sistentty  committed  to  de¬ 
veloping  staffers  in  good  and 
bad  economic  times  develop 
strong  reputations  and  draw 
the  best  and  brightest 

-THOMAS  HOFFMAN 


modate  them  —  to  a  degree. 

“We  provide  BT]  staff 
with  flexible  work  hours  and 
laptops,  BlackBerries  and 
other  devices  to  help  them 
do  their  jobs  remotely,"  says 
M.  Lewis  Temares,  vice 
president  and  CIO  at  the 
University  of  Miami  in  Cor¬ 
al  Gables,  Fla.  “But  we  still 
need  them  to  be  on  campus 
at  various  times  to  support 
the  university's  services." 


*—  PUMPED-UP  PAY- 
CHECKS.  Part  of  the 
whole  supply-and- 
demand  continuum,  this  is 
an  old  tool  that's  back.  With 
fewer  qualified  IT  profes¬ 
sionals  available,  particular¬ 
ly  in  hot  markets,  companies 
are  offering  bigger  salaries. 
At  Intermedia,  offers  to 
new  employees  in  the  San 
Francisco  Bay  Area  are  20% 
higher  than  they  were  a  year 
ago,  says  Gomes. 
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Compen- 


the  biggest  factor  in 
the  recruitment  and  reten¬ 
tion  of  IT  professionals, 
but  perks  such  as  telecom¬ 
muting,  flexible  hours  and 
opportunities  to  work  for 
socially  conscious  organiza¬ 
tions  are  important  to  many 
IT  workers.  And  sometimes 
it  just  takes  creativity  to 
snag  and  keep  top  talent. 

For  instance,  IT  profes¬ 
sionals  who  work  at  the 
National  Aquarium  in 
Baltimore  typically  earn 
15%  to  30%  less  than  peers 
who  work  elsewhere  in  the 
city,  says  Chief  Technology 
Officer  Hans  Keller.  But  he 
offsets  that  with  other  perks, 
such  as  a  recent  research  trip 
down  the  Amazon  River. 

Closer  to  home,  he  says,  “I 
have  two  people  on  my  staff 
who  dive  into  the  tanks  and 
feed  stingrays.  That’s  not  a 
typical  assignment  for  a  sys- 
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Putting  Open  Source  to  Work 

MARCH  25-26,  2008  PALACE  HOTEL  SAN  FRANCISCO.  CA 


USE  PRIORITY  COD 
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InfoWorld  s  Open  Source  Business  Conference  (OSBC)  is  the  industry's 
forum  for  senior  business  leaders,  C-level  technical  strategists,  lawyers  and 
venture  capitalists  to  collaborate  on  emerging  business  models,  strategies 
and  profitability  through  open  source.  Over  the  course  of  two  days,  the 
agenda  will  deliver  content-rich  sessions  from  well-known  thought  leaders 
on  how  open  source  technology  is  being  used  today. 
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OULD  THE  LOSS  OF  DATA  from  the  Internal  banking.  That  translates  into  a  lot 

Revenue  Service’s  huge  master  files  cause  a  of  personal  and  banking  details 

financial  meltdown  in  this  country?  That’s  m“^eaof  d'ata protection, 

what  some  experts  are  pondermg  as  the  U.K.  Utan  ^  that  overall  the  govern. 
mops  up  the  mess  caused  by  the  disappearance  late  last  ment  has  been  the  “most  behind 

year  of  two  password-protected  CDs  containing  the  coun-  as  a  sector."  in  fact,  she  points  out, 

try’s  entire  database  of  child  benefit  recipients  —  25  million  most  agencies  are  late  in  submitting 
people.  The  breach,  which  occurred  when  a  third-party  de- 

livery  company  lost  the  discs,  affected  four  out  of  10  people  as  manda,ed  by  a  2007  memoran- 

in  the  U.K,  the  largest  percentage  |  Treasury  Inspector  General  for  Tax  dum  issued  by  the  Office  of  Man- 


said  he  had  sent  a  memo  to  all  employ¬ 
ees  informing  them  that  if  they  use 
the  devices  to  hold  sensitive  data,  they 
must  encrypt  those  files  with  IRS- 
approved  encryption  software. 

The  IRS  spokeswoman  says  that 
this  year,  the  IRS  will  be  upgrading  its 
systems  to  ensure  that  all  data  saved 
to  portable  media  devices  will  be  en¬ 
crypted.  Likewise,  she  says,  all  main¬ 
frame  data  shipped  to  IRS  partners 
undergoes  encryption. 

What  are  the  chances  of  a  financial 


Morrison  &  Foerster  LLP.  In  the  vast 
majority  of  cases  where  information  is 
lost,  he  says,  “it’s  really  lost." 

He  remembers  a  case  in  which  a 
client's  data  tape  was  lost  while  the 
organization  was  moving  offices.  The 
moving  company  subsequently  re¬ 
ported  that  its  trucks  were  cleaned  at 
the  end  of  the  night  and  that  anything 
found  in  them  was  thrown  away.  “The 
chances  of  somebody  digging  through 
a  dumpster,  finding  a  tape  and  find¬ 
ing  a  way  to  read  that  tape  is  probably 


people  to  use  encryption  tools  and  fol¬ 
low  existing  security  and  privacy  poli¬ 
cies  and  processes. 

And  that  goes  double  for  data  on  the 
move.  “It’s  hard  enough  controlling 
sensitive  data  in  your  own  environ¬ 
ment,"  says  Beaver.  “Once  you  turn  it 
over  to  a  third  party  [such  as  a  delivery 
service],  it's  anyone's  game.”  ■ 
Sdiaffhaunr  covers  technology  and 
business  for  a  number  of print  and  on¬ 
line  publications.  Contact  her  at  dian@ 
disdusffhauser.com. 
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■  SECURITY  MANAGER’S  JOURNAL  MATHIAS  THURMAN 


Trouble 

Ticket 


A  Wimpy  Worm 
Tests  Response 

The  worm  is  poorly  designed,  but  it 

nonetheless  shows  the  effectiveness 
of  the  incident-response  process. 


OTHING 
keeps  you 


day  before 
a  holiday  break  like  the 
need  to  respond  to  a  virus 


N 


The  virus  showed  up  on 
Friday,  Dec.  21,  the  last  day 
of  work  before  a  company¬ 
wide,  two-week  shutdown 
that  had  been  mandated 
to  save  money.  The  virus 
outbreak  ruined  our  track 
record  of  eight  months 
without  an  incident.  That 
was  disappointing,  but 
deep  down,  I  look  forward 
to  these  sorts  of  events 
because  they  give  us  a 
chance  to  test  our  incident- 
response  protocols  in  real- 
world  situations. 

As  these  things  go,  this 
end-of-the-year  outbreak 
was  rather  mild.  It  all 
started  with  a  jump  in 
help  desk  support  calls, 
with  users  reporting  that 
they  had  received  a  pop¬ 
up  message  from  their 
Trend  Micro  OfficeScan 
clients  stating  that  a  worm 
had  been  identified  that 
couldn't  be  cleaned. 

When  more  than  10 
calls  are  received  within 
an  hour,  we  classify  the 


event  as  Priority  1.  That 

emergency  telephone 
bridge  and  notify  all  of 
the  on-call  IT  personnel 
around  the  world.  The 
CIO  and  his  direct  reports 
receive  an  e-mail  notifica¬ 
tion  and  are  kept  abreast 
of  the  situation  until  it  is 

Once  I  learned  that  we 
had  a  Priority  1  situation,  I 
headed  for  the  war  room, 
a  conference  room  with 
videoconferencing  equip¬ 
ment,  plenty  of  Ethernet 
ports  and  a  well-stocked 
refrigerator  for  long  nights. 
I  was  pleased  to  see  that 
the  incident-response  pro¬ 
tocol  I  had  implemented 
a  couple  of  years  ago  was 
being  followed. 

A  security  engineer  had 
obtained  an  infected  lap- 


■  Once  I  heard 
that  we  had  a 
Priority  1  situation, 

I  headed  for  the 
war  room,  where  I 
was  pleased  to  see 
that  the  incident- 
response  protocol 
was  being  followed. 


top  and  was  analyzing 
the  suspicious  file.  He  said 
it  was  called  winllogo.- 
exe,  which  sounded  fa¬ 
miliar  to  me.  The  virus 
outbreak  that  hit  us  eight 
months  ago  involved  a 
fast-propagating  worm 
that  Trend  Micro  called 
WORM_PRSKEY.A.  It 
dropped  copies  of  itself 
into  users'  start-up  folders 
as  a  file  called  winllogo- 
exe.  Armed  with  that  in¬ 
formation,  the  security  en¬ 
gineers  took  a  closer  look 
and  determined  that,  sure 
enough,  this  was  a  variant 
of  that  worm. 

TAKING  A  LOOK 

The  engineers  used  vari¬ 
ous  techniques  to  analyze 
the  suspicious  code.  Fust, 
they  installed  and  ran 
Wireshark,  which  is  a  net¬ 
work  protocol  analyzer, 

Windows.  This  let  them 
see  that  the  laptop  was 
attempting  to  connect  to 
a  public  Internet  site,  the 
same  one  that  the  PRSKEY 
worm  had  connected  to 
in  order  to  transmit  key¬ 
stroke  captures.  Fortunate¬ 
ly,  the  Web  site  in  question 
was  no  longer  in  service. 

Then,  using  several 


ISSUE:  A  variant  on  an 
older  worm  brings  in  a 
flood  of  help  desk  calls. 
ACTION  PLAN:  See 
how  well  the  incident- 
response  process  holds 
up  in  the  real  world. 


tools,  including  very  use¬ 
ful  ones  from  Microsoft's 
Sysintemals  site,  they 
found  that  this  worm  was 
different  from  PRSKEY 
only  in  the  way  it  propa¬ 
gated  the  infected  file 
through  the  network. 

Like  PRSKEY,  this  variant 
attempted  to  install  a 
keystroke-capture  pro¬ 
gram,  but  it  wasn’t  writ¬ 
ten  properly  and  failed  to 


In  line  with  our  support 
agreement  with  Trend 
Micro,  we  sent  it  a  copy  of 
the  infected  file,  and  the 
company  provided  us  with 
the  appropriate  updates  to 
clean  our  systems.  It  took 
almost  six  hours  for  Trend 
Micro  to  get  us  the  up¬ 
dates,  so  we  had  to  send  a 
message  to  all  of  our  users 
letting  them  know  about 
this  new  worm.  That 
e-mail  cut  down  on  calls 
to  the  help  desk. 

The  incident  can  be 


summed  up 
as  more  of  a 
nuisance  than 
a  threat.  Still, 
the  way  it  was  . 

handled  pro-  [ _ 

vided  validation 
that  our  incident-response 
process  is  effective  in 
quickly  detecting  and  ana¬ 
lyzing  malicious  code  in 


This  week's  journal  is  writ¬ 
ten  by  a  real  security  man¬ 
ager,  “Mathias  Thurman," 

whose  name  and  employer 
have  been  disguised  for  ob¬ 
vious  reasons.  Contact  him 
at  mathias_thurman@ 
yahoo.com. 
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YOU  HAVE  MAIL,  BUT  NOW  WITHOUT  THE  USUAL 
SPAM,  VIRUSES  AND  PHISHING  ATTACKS. 
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Better  e-mail  security  just  got  a 
whole  lot  easier.  And  cheaper. 


Introducing  Security  Software  as  a  Service  from  Webroot* 

The  challenge  with  hardware  and  software  security  solutions  is  that  you  constantly  ha 
to  maintain  them.  Your  job  is  to  deliver  value,  not  spend  precious  time  and  resources 
maintaining  security. 


Annual  Cost  Per  User 
Appliance  vs.  SaaS 


DEREGULATION  of  telecommunications  has  been 
nothing  less  than  an  unmitigated  disaster  for  U.S. 
businesses.  If  the  broadband  mess  isn’t  hurting 
your  business  today,  it  soon  will  be.  It’s  time  to  do 
something  about  it. 


The  Internet  binds  busi¬ 
nesses  to  customers,  sup¬ 
pliers  and  partners  in  a  set 
of  federated  networks,  and 
the  concept  of  the  virtual 
office  has  extended  the 
corporate  network,  deliv- 


HD  video  stream  requires 
a  sustained  2Mbit/sec.  end 
to  end,  but  today  as  many 
as  30  customers  in  a  given 
area  in  the  U.S.  may  share 
30Mbit/sec.  of  broadband 
capacity.  What’s  more,  one 


in  rural  areas,  most  users 
can’t  even  get  that. 

It’s  a  disgrace  born  of 
political  failure.  In  1996, 
the  government  agreed  to 
free  the  Baby  Bells  to  com¬ 
pete  in  the  long-distance 


Furthermore,  all  ISPs 
should  be  required  to  con¬ 
tribute  to  the  Universal  Ser¬ 
vice  Fund  just  as  land-line 
carriers  do.  Unless  those 
subsidies  are  replenished, 
high-speed  Internet  access 
will  never  be  fully  extended 
to  the  20%  of  businesses 
and  homes  in  rural  areas 
left  behind  by  the  market 
Business  also  has  a  stake 
in  promoting  Net  neutral¬ 
ity.  You  —  not  the  telecom¬ 
munications  or  cable  TV 


with  a  record  of  spotty  ser¬ 
vice  quality,  a  broadband 
rollout  that  has  left  more 
than  half  the  nation  behind, 
and  overpriced,  overprovi¬ 
sioned  “high-speed"  broad¬ 
band  services  that  are  still 
widely  unavailable. 

In  five  years,  multimedia 
business  interactions  will 
be  commonplace.  Global, 
high-definition  videocon¬ 
ferencing  over  the  Internet 
isn’t  far  off.  Problem  is,  an 


40Mbit/sec.  That  sort  of 
capacity  will  drive  innova¬ 
tions  that  U.S.  businesses 
can’t  even  envision  yet. 

But  in  the  U.S..  except 

people  are  lucky  if  they 
can  get  6Mbit/sec.  —  and 

■  The  state  of 
broadband  is  a 
disgrace  bom  of 
political  failure. 


their  empty  promises  —  by 

$70  billion  —  would  have 
gone  a  long  way  toward 
running  fiber  to  every 
home  in  the  U.S. 

“The  politicians  gave 
away  the  store,  and  all  of 
the  networks  that  were 
paid  for  by  the  rate  [pay¬ 
ers]  were  handed  over  to 
the  Verizons  of  the  world,” 
says  Passmore. 

Businesses  should 


is  the  only  way  to  prevent 
today’s  carriers  and  cable 
companies  from  continu¬ 
ing  to  act  as  gatekeepers  to 
the  Internet  —  and  stifling 
innovation  in  an  Internet 
economy  that  will  be  criti¬ 
cal  to  U.S.  business  growth 
in  the  future.  ■ 

Robert  L.  Mitchell  is  a 
Computerworld  national 
correspondent.  Contact 
him  at  robert_mitchell@ 
computerworld.com. 


Career 

Witch 


And  bang  actively  involved  in 
such  associations  is  an  even  bet- 

in  the  sights  of  reouiters.  Accord¬ 
ing  to  the  Aug.  14  article  by  Sarah 


an  association  meeting  10  years 
eariier  into  an  IT  audit  position 
at  a  large  health  care  firm.  "We 
always  kept  in  touch,  and  finally  it 
worked  out.' Cronin  said. 


IT  Leaders 
And  Mind-set 


To  succeed  as  the 
former,  you  may  need 
a  change  in  the  latter. 


BY  GWEN  WALSH 

Expectations  for  IT  have  changed 
dramatically.  Not  only  is  IT  called 
upon  to  support  technology 
needs,  but  it's  also  expected  to 
sustain  strong  client  partnerships, 
demonstrate  business  acuity, 
execute  successful  projects  and 
deliver  exceptional  results. 

ForanITleadertomanageall 
this,  it's  important  to  first  under¬ 
stand  the  leader's  role:  to  influence 
and  inspire  people  to  get  the  right 
work  done  at  the  right  time  to 
achieve  the  right  results.  Any  leader 


personal  change,  particularly  when 
it  comes  to  familiar,  comfortable 
mind-sets.  Here  are  five  behavioral 
changes  IT  leaders  must  consider: 

1  Think  of  the  big  picture. 
Plan  exactly  how  you're  going 
to  increase  the  bottom  line, 
deliver  exceptional  customer  ser¬ 
vice  and  optimize  IT  investments. 
Communicate  your  plan  until  ev¬ 
eryone  understands  your  expecta¬ 
tions  and  their  roles.  Execute, 
track  progress,  and  review  results 
to  ensure  that  you  and  your  staff 
are  delivering  quantifiable  value. 


^■1  create  the' 


fulfill  client  needs  and  solve  their 
problems  before  getting  buried  in 


and  dissatisfaction  with  IT  results. 


Resist  the  temptation 


as  well  as  how  you're  actually 
spending  your  time.  Categorize 
each  activity  as  'stop.'  'start.' 
'continue'  or  'delegate.'  Use  this 


analysis  to  create  and  execute 
your  personal  change  plan. 


|  Be  candid  with  your- 


you  can  help  others,  you 
must  admit  to  your  own  weakness¬ 
es.  If  you're  lacking  key  leadership 


trusted  adviser  to  help  you  reinvent 
yourself.  Next,  objectively  identify 
your  team's  weaknesses  and  help 
team  members  create  and  execute 
their  personal  change  plans.  Its  your 
responsibility  to  help  them  become 
the  very  best  they  can  be. 


5 Prepare  for  and  em¬ 
brace  change.  Leaders 
need  to  recognize  change, 
encourage  and  celebrate  the  ben¬ 
efits  of  change,  andplanforthe 
realities  of  change  to  ensure  the 


cessful  transition  possible.  ■ 
Walsh,  a  former  CIO  and  now 
a  senior  consultant  at  Ouellette  & 


Associates  Consulting  Inc  in  Bedlonl. 
N.H..  is  co-author  ol  the  book 
ThelTProfessionalofthe  Future. 
due  out  this  year. 
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FORTUNE 

100  BEST^ 

COMPANIES.! 

TO  WORK  FOR S 


Scottrade 


INNOVATION  ACHIEVEMENT 


TO  FIND  OUT  WHAT  ITTAKESTO  BECOME  A  PART  OFTHIS  AWARD-WINNING 
TEAM,  VISIT  SCOTTRADE.COM/CAREERS  OR  CALL  1-800-619-SAVE 

TOGETHER,  WE  ACHIEVE. 
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SharHank 

TRUE  TALES  OF  IT  LIFE  AS  TOLD  TO  SHARKY 

Do  as  We  Say, 

Not  as  We  Do 

Green-screen  terminals  give 
way  to  PCs  at  this  company, 
and  despite  published  policies 
about  installing  only  autho¬ 
rized  software,  users  are 

But  Not  Like  That  ;  @#S%Lcom 

downloading  unauthorized 
screensavers,  mouse  pointers 
and  wallpaper  like  crazy. 

fish's  team  is  tasked  with  se-  j  merited  Web  filtering  and,  as 
curing  an  out-of-the-box  lap-  j  usual.  HR  locks  it  down  tight. 

"Admin  rights  to  install  soft¬ 
ware  are  revoked  on  all  PCs 

a  particular  application.  “We  1  catches  the  flak  from  users  - 
secured  the  system,  making  1  some  of  it  justified.  But 
sure  it  complied  with  DoOreg-  j  among  the  requests  to  open 
ulations.  DISA  and  everything  j  blocked  Web  sites  is  one  from 

who  must  have  it  for  test¬ 
ing,"  reports  a  pilot  hsh  who's 
dealing  with  the  problems. 
“Then  the  IT  quality  assur¬ 

else  we  could  think  of,"  says  ;  a  user  who  wants  access  to 
fish.  But  at  a  meeting,  the  ;  a  domain  name  that  contains 

app's  developers  object:  ‘We  j  a  reference  to,  um.  certain 
don't  want  any  passwords  on  I  large  parts  of  the  female 
the  computers.  It  would  be  too  j  anatomy.  “His  reasoning  was 
inconvenient  for  the  soldiers."  ;  that  there  were  surveys  and 
Says  hsh.  “We  told  them  the  ;  research  on  there  to  which 

ance  administrator  opens  a 
service  ticket  to  the  desktop 
group:  She’s  having  difficulty 
downloading  a  cute  screen¬ 
saver  from  the  Disney  Web 
site.  Perhaps  she  hasn't  fully 
understood  her  job  title?" 

passwords.  And  we  all  looked  j  (T  pilot  hsh  in  the  loop.  “We 
at  each  other  and  wondered  j  dutifully  sent  it  on  to  the  head 

why  we  had  gone  to  all  the  ;  of  HR  and  the  CIO  for  their 

trouble  of  securing  the  sys-  ;  approval.  He  didn't  get  it,  and 
terns  if  they  weren't  intended  :  1  believe  he  left  not  long  after, 
to  have  passwords."  !  Coincidence?" 

Don’t  Do  That! 

It's  the  mid-1980s,  and  this 
programmer  pilot  hsh  with  a 
minor  problem  calls  a  systems 
analyst  over  to  his  desk  for 
help.  “At  the  time,  my  dumb- 

I  FRANKLY  SPEAKING 

Frank  Haves 


Loafing  No  More? 


' — >  am  ZELL  just  told  the  20,000  employees  at  his  com¬ 
pany  that  he  trusts  them  on  the  Internet  during  work 
time.  “I  have  instructed  that  all  content  filters  be  re¬ 
moved,”  he  told  Tribune  Co.  workers  in  a  memo  last 
week.  “You  are  now  exposed  to  the  dangers  of  YouTube  and 
Facebook.  Please  use  your  best  judgment.  Let’s  focus  on  what 
is  important,  and  go  for  greatness.” 

Is  this  guy  crazy  —  or  is  he  onto  something? 

Understand,  this  isn't  |  legal  liability  issues  and  i  enough  to  get  their  work 


Zell  isn't  a  CIO.  He's  not 
in  charge  of  cybersecu¬ 
rity  for  his  company.  It's 


every  Web-filtering  prod-  Or  maybe  he  figui 


:’s  IT  people  were  except  to  confirm  that 


consulted.  authentic.  But  we  know 

Zell  is  the  Chicago  real  Zell  has  a  law  degree,  so 
estate  billionaire  who  it’s  safe  to  assume  that 
took  Tribune  private  he  understands  1 

last  year.  Now  he’s  the  Bandwidth  and  s 


that  in  the  age  of  the 
iPhone,  employees  don’t 
need  a  company  comput¬ 
er  to  kill  time  on  the  In¬ 
ternet.  Heck,  he  probably 
understands  that  wasting 
time  at  work  doesn’t  re- 


he  understands  liability.  quire  any  advanced  te 


gest  shareholder  of  the  but  he  appears  to  trust  nology  that  can  fore 

company  that  owns  the  that  his  IT  people  are  worker  to  be  productive. 

Chicago  Tribune,  the  Los  competent  to  manage  the  This  isn’t  the  way  we'rt 

Angeles  Times  and  other  networks.  accustomed  to  thinking, 

newspapers,  along  with  And  productivity?  is  it? 

dozens  of  TV  stations  Zell  seems  to  think  his  Keep  in  mind  that 

and  the  Chicago  Cubs.  employees  are  grown-up  Zell  has  ordered  IT 


In  other  words,  he’s 
Tribune’s  big  boss.  So 
when  he  decides  that 
Internet  content  filtering 
will  go,  it  goes. 

What's  more  interest¬ 
ing  is  why  Zell  thinks  this 
is  a  good  idea.  Doesn't 
he  understand  that  unre¬ 
stricted  Web  access  will 
demolish  productivity. 


■  Doesn’t  he 
understand  that 


pull  the  plug  only  on 
Internet  content  filters, 
not  bandwidth  manage¬ 
ment,  logging  or  malwarf 


unrestricted  Web  screens.  If  networks  bog 

access  will  demol-  down,  IT  will  be  able  to 


ish  productivity, 
dog  networks, 
amp  up  legal  liabil¬ 
ity  issues  and  blow 


track  down  who’s  caus¬ 
ing  problems.  If  users 
are  visiting  problem  site 
—  whether  they’re  serv¬ 
ing  up  malware,  porn  or 


:log  networks,  amp  up  I  tides  in  security?  anything  else  that's  a  bs 


idea  — that ’ll  show  up 
and  can  be  dealt  with. 

But  the  central  idea 
behind  content  filters,  the 
idea  we’ve  bought  into 
and  have  always  sold  up¬ 
stream  to  management, 
is  that  cyberloafing  is  a 
costly  problem  and  that 
by  taking  away  the  cyber, 
we  can  stop  employees 
from  loafing. 

Zell’s  idea  is  that  we’ve 
been  wasting  our  time. 

If  cyberloafers  get  their 
work  done,  a  little  loaf¬ 
ing  is  irrelevant.  And  if 
they  don’t,  they  should 
be  penalized  for  not  get¬ 
ting  their  work  done,  not 
for  what  they  do  online. 
That’s  a  problem  for  their 
managers  to  address, 
not  something  for  IT  to 
worry  about. 

The  conflict:  We  really 
don’t  believe  users  can 
resist  temptation,  focus 
on  what’s  important  and 
use  good  judgment  when 
it  comes  to  the  Web.  Zell 
does. 

Or  at  least  he  thinks 
that’s  not  an  IT  problem. 

Is  he  crazy?  Or  is  he 
right?  It’s  no  longer  just 
a  topic  for  idle  debate. 
Some  20,000  Tribune 
employees  are  about  to 
become  an  experiment  in 
whether  we  need  content 
filters  — or  just  better 
management. 

And  Tribune’s  IT 
people  will  be  the  first  to 


columnist.  Contact  h 
at  frank_hayes@ 
computerworld.com 


41  C0MRUTERW0RLD  JANUARY  28. : 


For  you,  it’s  a  problem  you  didn’t : 

For  your  business,  it’s  a  customer 
you  won’t  see  coming  back. 


You  can't  anticipate  every  problem.  But  Emerson  Network  Power  and  its 
Liebert  power  and  cooling  technologies  can  help  you  create  an  IT  infrastructure 
that  is  ready  for  anything— unplanned  outages,  unpredictable  growth  or 
unexpected  technologies. 

One  example  is  the  Liebert  NX,  a  software-scalable  UPS  that  can  double  in 
capacity  without  adding  or  modifying  hardware.  Download  our  white  paper. 
Powering  Change  in  the  Data  Center,  and  discover  what  Liebert  technologies 
can  do  for  your  operating  flexibility,  at  flexibility.liebert.com. 


Liebert  flexibility 


EMERSON 

Network  Power 


EMERSON.  CONSIDER  IT  SOLVED. 


HASSLE 

HP  CAN’T  BEAT 


DELL.COM/Setup 


866.212.9329 


